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VPN SECURITY VULNERABILITIES EXPOSED OUTLINE
1. Introduction
VPN stands for “virtual private network” it is a service that encrypts your internet and protects your online identity. It works through redirecting your internet connections through a remote server run by the provider (Kim D, Solomon M.G, 2016). This implies that the server becomes a launching pad before accessing various websites. VPN can be applied for both personal and corporate use.
2. VPN Give Users Total Access of The Network 
VPN connects devices over a wide area network which gives unlimited access to all applications between the people sharing the same network (Ting, D.M, Hussain, O and LaRoche, 2015). Using the network brings a risk of malware infection which comes about making your internal applications vulnerable.
3. VPN Have No Control Over Remote Access Based on User’s Identity
While users are required to log in using their log in credentials for identity purposes, giving them unlimited access using only the log on credentials should not be enough to ensure that they follow authorization policies for applications. This is because user’s identity is not used. (Burshan, Chen Yehezkel, 2009)
4. VPN Lead to Fragmented Policies for Distributed Enterprises
For enterprises which have applications that are positioned in different places, one may be required to deploy VPN gateways in each of the location. This leads to fragmentation policies for the enterprise. One need to ensure that that all the policies applied are consistent for all the gateways.  (Joshua, Vencata, Malcom and Page, 2011). An alternative to this would bring a lot of complexities.
5. Conclusion 
While VPN is a safer compared to other services and networks like the WIFI it is true that it also vulnerable and not overly secure.
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